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Security and reverse
engineering: a prospective
vision
http://stephane.ducasse.free.fr
Stephane Ducasse



http://rmod.lille.inria.fr

Me in a Nutshell: not a security
expert

Head of RMOD team (7 permanents, 20 people)
4 years scientific deputee of Inria Lille (300 people)

Wrote several open-source books / ~ 300 articles

~ 15 K citations / H-index~56

One of the leader of the Pharo community
- http://www.pharo.org

Past core dev of Moose data and code analysis platform
- http://moosetechnology.org

Co-founder of http://www.synectique.eu

synecggue

ve § Analysis



http://www.pharo.org
http://moosetechnology.org
http://www.synectique.eu

Bottom up team: interested in problems

code analysis, metamodeling, software metrics, program
understanding, program visualization, reverse engineering,
evolution analysis, refactorings, quality,

changes analysis, commit, Analyses
dependencies, merging support e ing 4/ /\g{
rule and bug assessment

semi-automatic migration Representatior/ Trandformations
example-based transformations = & _
test selection, rearchitecturing 522 Evolution §
blockchains, ui-migration —
Collaborations AN ® | ®

IMT Douai, Soft (VUB), ENSTA (Bretagne)
Berger-Levrault, Siemens, Thales, CIM, Arolla, Lifeware, WordLine/ATOS
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Roadmap

Legacy is not just Cobol
Software Maps

Dreaming about sec
=




Software is

Complex

lrezia—~




Laws of software evolution

Continuing change

* A program that is used in a real-world environment must
change, or become progressively less useful in that
environment.

Increasing complexity

* As a program evolves, it becomes more complex, and
extra resources are needed to preserve and simplify its
structure.




Software is a living entity...

 Early decisions were certainly good at that time
* But the context changes

» Customers change

* Technology changes s

» People change

Centering Tool *PAUSED*

.&zu’a,— E




We only maintain
useful successful
software

I""W




Maintenance iIs continuous
Development

4% Other

18% Adaptive
(new platforms or OS)

Between 70% and 90% of global
effort is spent on “maintenance” !

18% Corrective
(fixing reported errors)

60% Perfective
(new functionality)

“Maintenance”




50% of development time
Is lost trying to understand code !

Between 50% and 80% of the
overall cost is spent in the
evolution

We lose a lot of time with inappropriate and
ineffective practices




Legacy systems
exist in ***any***

language




Berger-Levrault by example

g +150 produits

T

~

4 ] N
Plusieurs
langages
. J

E <»

-

\_

Maintenabilité
sur plusieurs
décennies

~

/

A
@D

-

Temps de
migration

~

X




Berge
Lev?aul

One case

1 MLOCS
21 433 classes
95 164 methodes

[ L [

500 pages web

Introducti @

DD

3

6 ans/homme
de migration

o0

Depuis GWT vers
Angular

13



https://www.berger-levrault.com/fr/
https://www.berger-levrault.com/fr/
https://www.berger-levrault.com/fr/
https://www.berger-levrault.com/fr/
https://www.berger-levrault.com/fr/
https://www.berger-levrault.com/fr/
https://www.berger-levrault.com/fr/
https://www.berger-levrault.com/fr/

Some selected software
maps

— to build **yourselves™™
at home




First glance at large systems:
Polymetric views [PhD Lanza]

Width metric

< >

Height metric]

Position metrics i
—>

Color
metric




Understanding systems [PhD M.

Lanzaj
b

attributes
< >

methods I lines

Iémf




Understanding a single class [PhD
M. Lanza]

Initialize Interface Internal Accessor Attribute

TofeeTa e

A




Understanding classes [PhD M.
Lanzaj
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How a property spread on a
system?

inte.. plugi serv.. serv.. eijb deploy.. tyrex Serv.. security rmi invocation proxy local naming metadata

HE AN EE (AN | AEEN EEN N AN PEEEN OEE PEEENE N OEE PEE EPEEEEElm
N NN DN (AN (PN (NOD [ o] HO HEEENE BE EEREE| EOCO| (AN EEE| | P EEEEEn
[ BOCO0O OEEEO OOoE| (mO0O (E0REEEE
COE OEEE
idbc web tm serv.. ejb plugins util indi loggi xml compil.. han.. algorit.. timer
AN EEE EEECO] | NE| (P EEEEEE EEEEEEENE OEn EOn EE  EE  PEE| O | PEE| |(EEE
0=  OD0E| | EEOE| (B ARDEDENEE| PN EEEEN DR EE| = AN DEEl DE| DEE| EEE
= HE ONEEEEO) (FNEEEEEEE (O EHE = =
ONEOO0O0f | nDNEEENM
O0&EEE OlEEEOCOO
O0O0O00M Em=
invalid brid.. event notificati.. con.. serv.. lock monitor strategy verify asp.. interce.. Spi nbio jmx client entity
OO DE| | DO PTEEE| |(EE| (OO (MOOf (O8O (EE0E] (DS (AN (AN (PEN| (ON) (DR |D0008) (AEEEE
OEE| = OE NEEE| |BEE| (O O0O0O( ([ODO0E| |[EE = EE| BN EENE W = OOCON| (FNEEER
EHE HE OEE| (EE EEN [ | ==
copy bridge jidbc ejbal metadata bridge hilo uuid ejb key.. ejbal
AEENE EEN FAEEEEEEEENE EEEEEEEENE EEEEEE EEEE (OOO0O) |DEE|) |DE) | DPEEEE
AEENE ENC FEEEEEEEENE EEEEEEEENE EEEEEE (EEOOOE OO0 | DEE| (= DEEEE
EEEN ANEEEEEEEN EEEEEEEEE RDO0OCO3) (D003 EEN DEEEE
AEEEDNEEE| | NNEEEEEEEE DO00O@EE EEN
EEO0O0O00008| | A EEEEERn
OEEEE EEEEEEEEE




Example : Who is behind package
X?

(4) Visualisation

(3) Analyses flg i’ > [EE8) EC) [Ea=
SEEE EEEEN
(2) Modele y/ mn" " mmac”

Y

/ (1) Extraction

-

o |
- |
-

A




Step 1 - Model Creation/Import

(4) Visualisation
(3) Analyses llg.n” (2520 2=
/ EEEE EEEEE
(2) Madele v T

Y

/ 1) Extraction

|
- -
-

JIEGNN
i

i

Definition of a model to represent entities
Data Extraction (CVS...)




Step 2 - Analyses

4) Visualisation

SE8 |80 | eee
288 a0

SEEE EEEEE
SEEEE EEEEEm
oo Em0o

(2) Modele

Y

(1) Extraction

§ =l=
=

Who wrote how many lines of code?




Step : 3 - Creating the Map

Packages Properties

=l

==
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Boss at a glance

Interactive tool
Data in perspective

(4) Visualisation
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(3) Analyses g 1
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(2) Modéle

(1) Extraction
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How to support understand
classnames? [PhD N.-J. Agouf]

* How class are named?
* Is inheritance conveyed through names
* Is naming consistent?




How to support understand
classnames? [PhD N.-J. Agouf]
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How to support understand
classnames? [PhD N.-J. Agouf]
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1 66 -n
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Package: P1

Suffix: X Suffix:'Y

N

Sufflx F Suffix: Z Suffix: P Ppackage box

BEEEE

. — -
-~ \\

class box

\\
. . EP 11 P | suffix box
LEGEND:

Root |[][]| suffix box Class named *Y from
2ln C1Y : e

class C hierarchy. suffix is : Y
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What about security?




No solution yet but we are
interested ...

by your wishes
by your ideas
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What are the maps you
want to see?

intarfa

deploymant
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monitor
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- constructs maps
- “dangerous” expressions?

clien.

deployment
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noeEn
ooooo

metadata metadata




- input places?

What are the maps you
want to see?

intarfa, _ssrver
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What are the maps you
want to see?

- previous bugs?
- places not covered by test?
- buggy places covered by tests?
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What are the maps you
want to see?

- domains?
- symbols used

i dotecfs, ssrver ocal ims_ lava
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Code as a database

What are the queries you would like to do to
spot problem?

What properties such query engine should
have?




Let us dream a bit more...

Can we have security aware refactorings?

Can | refactor a piece of code without breaking a
non-functional requirement?

- concurrency

- speed

- security




®® Ready to collaborate
RMoD @

Interested

e Software Maps for security

e ANR proposal around "qualisecure”
(we wrote one already)

e Security-aware refactoring

e And your problems



