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Asset-Oriented Threat Modeling (TrustCom 2020)

Improve the threat modeling process to provide a security assistance to
architects during system design
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Problem statement

® Threat enumeration is ofen hold in brainstorming meetings, which is
a subjective and unstructured activity
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Problem statement

® Threat enumeration is ofen hold in brainstorming meetings, which is
a subjective and unstructured activity
Brainstorming

/

— Knowledge gap <-'
— Lack of guidance
— Lack of formalized process

— High dependence on partl(:lpants
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® The current threat modeling processes require a certain security
knowledge level, making it a non-trivial task for participants with
limited security knowledge
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Requirements
1. There is a need of a guidance in brainstorming that is more

prescriptive, formal, reusable and less dependent on the aptitudes
and knowledge of the participants
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Requirements

1. There is a need of a guidance in brainstorming that is more
prescriptive, formal, reusable and less dependent on the aptitudes
and knowledge of the participants

2. There is thus a need to propose a method that can be easily used or
understandable by security novices
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Requirements

1. There is a need of a guidance in brainstorming that is more
prescriptive, formal, reusable and less dependent on the aptitudes
and knowledge of the participants

2. There is thus a need to propose a method that can be easily used or
understandable by security novices

3. There is a need of a common language or a common concept that
can be understood by all participants.
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An inventory of industrial threat modeling processes

. Phase Asset Identification o Threat Enumeration Threat Prioritization Mitigation
Pape Y | ety ool | doman | SSel”| theat | adocament theat | aiacke | ineranlity | thent| i | Miigation| Verification
Torr (52005) X X X X
hustaclkz(ZDDS) X X X X
Scandamitln (2013) X X X | |
Beckers (2013) X X X | X X
Dhillon (2011) X X X X
Slevenlgz(ll()) X X X X
Kamatclgl (2016) X X « o x

‘Anything that has value to an organization’

1. Joel Brenner. “ISO 27001 : Risk management and compliance”. In : Risk management

.o 54.1(2007), p. 24.
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A novel refinement of “asset”

Vulnerable Asset

Definition

(VA) Anything that has value for
domain experts, towards the
fulfilment of the function and
goal of system, together with

the assurance of its properties.

Anything that has value for
security experts. It has
vulnerabilities that can be
menaced by threats.

Anything that has value for
domain experts, but also has
vulnerabilities that can be
menaced by threats.

Domain Asset
(DA)

- 2. Asset: anything that has value to an organization. (1SO27001).
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An asset-based reference model

'Raspberry Pi is a Single-board Computer

L has| s iRaspberry Pi has a GPS Module !
depends|:\ * . EGPS Signal depends on a GPS Module ‘
targets
* %

Asset
*  uses
DomainAsset Asset| COmpromises
D E——
*
1.* 1.*
isTypedBy exploits
* contains | « 1. p
VulnerableDomainAsset | /COntains ility
l"* *
' 1.x
appliesOn Control mitigates
* .
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The B-Tree structure

Structure: Root
is is
Key2 | Keyl [« Child1 Child2
Ty 4 depends | C
has IS
Child3
Example:
Single-board
depends Computer
| A
Y | is
GPS ARM GPS hasi Raspberry
Signal " { CPU/GPU Module Pi
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Asset identification process : major tasks

° a

| ]
A i = GPS
! Brainstorming " Signal

R

——~
Select[: m
(OA) \4
o Q
Compare
Similarity
!L‘ Select /V Modifiable
GPS Signal

Modifiable
GPS Signal

VA Library
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Extraction of VA from CAPEC?3 respecting B-Tree structure VA Library

1000 - Mechanisms of Attack ¥ Mitigations
@ Engage in Deceptive Interactions - (156) To help protect an application from buffer manipulation attacks, a number of potential
of developers to act beyond the bounds of a buffer. If the chosen language is suscep
function must be used, make sure that proper boundary checking is performed. Addii
and protect against potential buffer issues. Finally, there may be operating system le
¥ Related Weaknesses
A Related Weakness relationship associates a weakness with this attack pattern. Ear
weaknesses (but not necessarily all) may be present for the attack to be successful.
CWE-ID Weakness Name
119 Improper Restriction of Operations within the Bounds of a Memory Buffer

- B Spoofing_of UDDI/ebXML Messages - (218)
- BIntent Spoof - (502)

1 /o0 3. https ://capec.mitre.org/
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Some rules to extract VAs and their relations basing on
CAPEC

® Rule 1 : 'contaminate’ | 'poison’ | 'leverage’ | 'manipulate’ | 'abuse’
| 'exploit’ | 'misuse’ + VA (Ex. 'Poison web service registry’);

® Rule 2 : VA + 'manipulation’ | 'poisoning’ | "tampering’ |
"alteration’ (Ex. "Web service protocol manipulation’);

® Rule 3 : VA + 'injection’ | "inclusion’ | 'insertion’; VA = 'Untested’
+ VA + 'Input’ (Ex. XML injection’, VA = 'UntestedXMLInput’) ;

® Rule 4 : 'childOf" — 'is’ | 'has’ (Ex. 'SOAP manipulation’ is a 'web
services protocol manipulation’; "XML injection’ has 'DTD
injection’);

® Rule 5 : 'canFollow’ — 'depends’.
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Microsoft SDL threat modeling process
WebSphere Application Server Version 7.0 :

Web Service [J4 — Configuration

Generic Data Flow

~

D ¥ Diagram Title

¥ Category hd
0 Diagram 1 Spoofing of Destination Data Store Configuration File Spoofing
1 Diagram 1  Potential Excessive Resource Consumption for Web Service or Configuration File

Denial Of Service

Microsoft SDL threat modeling tool 4

a0 4. https ://www.microsoft.com/en-us/download/details.aspx ?id=49168
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Conclusion
|. Integrating our process into Microsoft SDL threat
modeling process — DA

r— .
Select -
(DA)
XMLDocument :
DomainAsset
depends
is ’I‘
WebService : % WebSphere7.0 : tionDocument :
DomainAsset DomainAsset DomainAsset
has has
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II. Integrating our process into Microsoft SDL threat
modeling process — VA
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IIl. Integrating our process into Microsoft SDL threat
modeling process — VDA

X
.? Bg i‘- o> N
Compare (VDA)
similarity has UntestedDTDI

XMLDocument/
@ UntestedXMLInput : nput :
VulnerableDomainAsset VuinerableDo
mainAsset
is

Configuration

Document :
VulnerableDo
mainAsset

Result : 14 threats found

(XML Schema Poisoning, XML Ping of the Death, XML Entity Expansion, XML Entity
Linking, Spoofing of UDDI/ebXML Messages, XML Routing Detour Attacks, XML External
Entities Blowup, XML Attribute Blowup, XML Nested Payloads, XML Oversized Payloads,
XML Injection, XML Quadratic Expansion, XML Flood, DTD Injection).
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A reusable BASH prototype for security experts

[KEYWORD ___ |VULNERABILITY_ASSET CAPEC_ID

Manipulate Registry Information 203
Manipulate Human Behavior 416
Manipulate Timing and State 172
Manipulate Data Structures 255
Manipulate System Resources 262
Leveraging Race Conditions 26
Leveraging Race Conditions via Symbolic Links 27

Figure — An excerpt of BASH application result

5

270 5. https://github.com/lunanan/ArchwareExtraction
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Conclusion

Structuring the threat modeling process :
® An asset-based referece model
® An asset identification process
® Extraction of VA to build a VA library

® Integrating with current threat modeling process such as the
Microsoft SDL one

Perspectives :

® Evaluating the asset identification process with industrial case
studies

® Automating the security knowledge base extraction
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